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Policy/Procedure Name: | DataProtectionPolicy

Last Updated: June 2022
Associated Policies & Children, Young People & Parent Carnigacy Notice
Procedures: Staff & Volunteer Privacy Notice

DataCollection Storage & RetentioRolicy
Acceptable Use of IT Policy
Social Media Policy

1. INTRODUCTION
Extratime is required to collect and process data for a number of purposes concehilirgn

young peopleparentcarers staff, contractorsand any other individual who comes into contact with

the charity.

As an organisation Extratime holds data protection and confidentiality as a high priority. We
acknowledge that people are entrusting highly personal information about themselves amnd thei

families which we must look after carefully and not share it inappropriately and without consent.

In gathering and using dafxtratimeA & O2 YYAUGGSR G2 LINRPGSOGAY3
and privacy.Extratimeis committed to full complianceith the requirement of theData Protection

Act 2018 DPARBNd theUKGeneral Data Protection Regulation (GDPR). In line with this, this policy
describes how personal data must be collected, handled, managed and stored in order to comply

with 9 E (i NJ data pr&e@tion standards and the law.

2. RELEVANT LEGISLATION

The personal data collected, stored and used by Extratime is done so in accordanitedita
protection and user privacegulationsset out in the UK Data Protection Act 2018 (DRAY the UK
General Data Protection Regulation (GDPR).

These regulations include provisions for the following areas:

1 The right to be informedCanpanies must publish a privacy notice, in addition to explaining
transparentlyhow they use thipersonal data.

1 The right of accesdndividuals will have the right to demand details of anthefr data that a
company may hold. This information must beyided within one month of request and there
will normally be no charge to the individual.

1 Theright to rectificationL ¥ I LISNE 2y Qa RI (I théy havahg g dNS O

have it corrected. If the company that holds thiormation has passed any of
that informationto third parties, the companmust inform the third party of the correcti@nd
informthe person which third parties have their personal data.

1 The right to be forgottenA person may request the removaltloéir personal data in specific
circumstances.

1 The right to restrict processindJnder certain circumstances, an individual can block the
processing atheir personal data

1 The right to data portability:A person can access their data for their own use apya/they
prefer.

1 The right to object:A person can object to the use of their personal data for most purposes.
71 Rights in relation to automated decision making and profilimgles to protect individuals if
companies are carrying out solely automated deaisnaking that has legal or similarly

significant effects on them.
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OUR CORE PRINCIPLES REGARDING USER PRIVACY AND DATA PROTECTION
User privacy and data protection are inviolabléman rights.

We have a duty of care to people contained within data.

Data should only be collected and processed when absolutely necessary

We will never sell, rent or otherwise distribute or make public your personal information

R g e e )

Extratimealso applies the principles BPA andUJKGDPR to the protection gersonal data that it

holds

91 Datais processed lawfully, fairly and in a transparent manner.

91 Datais collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes.

1 Data is adequataelevant and limited to what is necessary in relation to the purposes for which

they are collected.

Data accurate and, where necessary, kept up to date.

Data is kept in a form which permits identification of data subjects for no longer than is

necessary.

9 Data isprocessed angrotected in a manner that ensures appropriate security of the personal
data.

1 Extratimeis accountable for what happens with personal data and how it complies with the
other principles. Therare appropriate measures and records in place to be able to demonstrate
compliance.

=a =

3.1 Definitions

W5 41 / 2¢K8IPE OBNKSIj dZANBa GKS OKIFINARGEe G2 065 | LILIRA
appointed as the nominated Data Protection Lead. Extratimegstdminated controller, and the

Chief Executive Officer (CEO) is the nominated Data Protection Lead. The Chief Executive Officer

(CEO) has overall responsibility for a compliance with the Data Protection Act (DPA). The CEO should
ensure creation, implemeation and annual review of the Data Protection Policy (DPP) and related

policies, processes and procedures. Day to day monitoring of the compliance could be delegated to

senior managers, trustees, staff and volunteers, but responsibility for informas&memains with

the CEO.

W5 | dinfofnation recorded in manual or computerised form. This can include data held partly on
computer files and partly on manual files providing that, when these are taken together, the subject
of the data can be identifiedt can mean data on computers, mobile phones and photo copiers.

W5 41 §arind@v@aaivw®o is the subject of personal data.

Wt S NE& 2 yclinformationt 160@ dzi | f A O A Palla SkoyRSIARARNzZI & K 20 GAKISy 46 S A
from that informationor who can be indirectly identified from that information in combination with

other information.

W{ LISOAL f /I (S 32 MEntoagstdthier iterBsNisZzah in€ludédata regarding racial or
ethnic origins, political opinions, religious or othelibfs, trade union membership, physical or
mental health, genetic datdiometric data (where used for identification purposesgxual life and
sexual orientation.

Wt NP O Sanyihing ddif to personal data, such as collecting, recording, organising, structuring,

storing, adapting, altering, retrieving, using, disseminating, erasing or destroying. Processing can be
automated or manual.
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WSt SO yi Ckank setbfifornadtidnStruciured by reference to individuals, or by
reference to criteria relating to individuals, $nch a way thiaparticular information relating to a
particular individual is readily accessible.

4 POLICY

4.1 Confidentiality

Personal data is configéial and will be disclosed only for registered purposes to charity staff and
other agents oExtratimewhen carrying out their work, to others as detailed in the appropriate
registration, and to a court under the direction of a court ord&hilst aimingto provide

appropriate support to children, young people and familsaff will not offer absolute
confidentiality as there may be circumstances as outlinetl&belowwhen it is impossible to do
this.

4.2 Design of Computerised and Manual Rec@gstems

Extratimemust ensure that appropriate security measures are taken against unlawful or

unauthorised processing of personal data, and against the accidental loss of, or damage to, personal
data.

TheDPAand GDPRequires us to put in place proceds and technologies to maintain the security
of all personal data from the point of collection to the point of destruction. Personal data may only
be transferred to ahird party data processor if they have agreedcomply with these procedures
and polices, orif adequatemeasureshave been put in place by themselv€omputer and manual
record systems and files will be designed to comply with the princgaesut in the DPA and GDPR.

4.3 Security of Information

Appropriate security measures shall be takggainst unauthorised access to, or alteration,
disclosure or destruction of, personal data and against accidental loss or destruction of personal
data. { SS 9 E (iDdth GolextiBrQ Storage & Retention Potiogl Acceptable Use of IT Polfoy
more hformation.

4.4 Registration
It shall be the responsibility of the Daaotection Leado maintainthe regiser entryof Extratime
with the Office of the Information Commissioner (ICO).

Information regarding new systems or files or new uses of existing files shall be provided to the Data
Protection Leadn sufficient time to enable amended registration details to be sutedibefore the
new system is brought into use.

4.5 Unregistered& Inaccurate Personal Data

Unregistered or inaccurate personal data will not be held. The Paitection Leadnay examine
any data to determine the accuracy of registration and staff musimerate in this process. If
unregistered personal data is detectedsitall not be processed further until registered if it is
held for an inappropriate purpose it should be disposed of.

4.6 Quality of Personal Data

Extratimewill holdthe minimum data necessary to enaliléo perform its businessas set out in
relevant Privacy NoticesThe data will beleletedonce the need to hold it has passed. This
stipulation shall, howeer, be subject to thepecific rguirements of the CEO, auditors and other
bodies who may require data to be held to facilitate the closing or audixtfatimeaccounts or the
inspection ofservices.
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Every effort will be made througttaffinduction and training to ensure that data is acate and up
to-date, and that inaccuracies are corrected without unnecessary delay. To thidgadfand all data
subjects are required to kedpxtratimeinformed of any changes in their personal circumstances,
e.g. address, telephone numbers, next of &in.

The lawful bases for processing personal data are set out in Article 6 of the GDPR. At least one of

these must apply whenever you process personal data:

a) Consentthe individual has given clear consent for you to process their personal data for a
specific purpose.

b) Contract:the processing is necessary for a contract you have with the individual, or because
they have asked you to take specific steps before entering into a contract.

c) Legal obligationthe processing is necessary for you to comply whi law (not including
contractual obligations).

d) Vitalinterestsi KS LINPOSaaAy3a Aa ySOSaalNEB G2 LINRGSOO a

e) Public taskthe processing is necessary for you to perform a task in the public interest or for
your official functions, and thiask or function has a clear basis in law.

f) Legitimate intereststhe processing is necessary for your legitimate interests or the legitimate
AyiSNBaGa 2F I GKANR LI Nlésx dzytSaa GKSNB Aa |
which overrideghose legitimate interests. (This cannot apply if you are a public authority
processing data to perform your official tasks.)

If processingpecial categories gfersonal data one of the following conditions also have to be met:
a) Explicit consent

b) Employmaet, social security and social protection (if authorised by law)
c) Vital interests

d) Not-for-profit bodies

e) Made public by the data subject

f) Legal claims or judicial acts

g) Reasons of substantial public interest (with a basis in law)

h) Health or social caréwith a basis in law)

i) Public health (with a basis in law)

J) Archiving, research and statistics (with a basis in law)

4.7 Access Rights for Data Subjects
Extratimewill make all reasonable efforts to ensure that data subjects are aware of the data which is
kept about them, where it is kept and why it is kept.

Extratimewill provideaccess tany individual who requests accdassheir data in a reasonable
manner. If the information to be provided to a data subject identifies another person in addition to
the data subject, the information will not be disclosed unless and until the other person has given
written authorisation for the disclosure to be made.

Individuals requesting access to their dataust supply sufficient information both to confirm their
identities and to locate the data sought. The response to the application will be met as soon as
possible and in anyase, within one month of the request. Tli@e month period commences when
Extratimereceives sufficient information to respond to the data subf2& quésiSWhere requests
are comple or numerousExtratimewill be able to etend the response period by a further two
months.

Personnel files are avablle for inspection by staffnd volunteersupon advance written requés
and in thepresence of Ror the Chief Executive Officer.
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As a general principle, Extratime will not share personal data with third parties withoutmonse
There are some exceptions to this:

9 Safeguarding Children and Vulnerable Adults cases

9 The prevention or detection of crime

9 The apprehension or prosecution of offenders

1 The assessment or collection of any tax or duty

This is at the discretion of the CEO awacstaff membermmust take it uporthemselvedo disclose
personal data in any of the above circumstances, except when instructed to do so by a Court Order
which has been validated by the Chief Executive or other bazraf theManagement Committee

or when instructed to do so by a legal representativ&gfratime The only exception to this is

where a childbr young person is in immediate danger and to withhold information places them at
risk.In these circumstancethe staff membemust use discretion and seek support from the most
seniorstaff memberavailable.

4.9 DataSharing & Processing

Sharing data with erviceproviders

Extratimeuses other organisations to process personal data so we can deliver our services,
including:

1 Service providers who provide IT and system administration services, such as our Parent Carer
Portal and Child & Young Person Database.

HR and workforce management sms such as Rota Cloud, Breathe HR, NEST Pensions.
Email and document storage systems such as Outlook and SharePoint.

Online survey tools such as Survey Mon&egl Kwik Survey

Card payment providers and accounting platforms such as World Pay and QkiskBoo
Payroll providers such as IRIS and CAF.Bank

=A =4 =4 -4 4

We require all organisations who process personal data to treat it in accordance willPR&DPR

and other international lawsAny processors who process data outside the EEA have been reviewed
to make sue that they have the appropriate safeguards in place for the security of the \d&anly

allow such organisations to process personal data for specified purposes and in accordance with our
instructions and we will always have a legitimate reason fongisp.

Sharingdata with external third parties

Any requests for personal data from a third party should only be shared with written permission
from Extratime&2 Rata Protection Lead of their delegated author®ermission must be requested
using the form provided iAppendix1.

Data may only be sent or received using the following process;

9 Third parties include local authorities, schools, colleagues and community and voluntary sector
partners.

1 Requests for inflanation should include a scanned copy of fh@ent carempermission section
of the booking form

1 Be addressed to the appropriate named individual

1 Sent by secure email

1 Information received must be stored in accordance itk i N G A YS Q& Ribnlahd & K| N& y
storage policy

1 Email must be deleted as soon as it has been saved to the appropriate secure location

1 Any physical data must be sent by recorded delivery, by special delivery or by courier in order

that it is possible to obtain a receipt toack delivery.
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Staff at Extratime will have access to personal data which is relevant to their function and job role.
All staff with such responsibility have been trained in ensuring data is procesged in linberDRPA
andGDPR{ G FF YdzaAa G I f a2 QeaptalbledUsasoh T Rolegd BatidlMedia Y S Q &
Policy

Wherever possible personal data shoolly be shared using dzi K2 NA &SR 9EGNI G6AYSQa
service providers, e.g. the Child & Young Person Databas8tandpoint. Memory sticks must not
be used to store pshare personal data.

Where Sharepoint is not available and / or where paper recardshared, segity and

confidentiality must be considered at all times. Where paper records are transported between the
office and venues, they must be taken directly from one venue to another in a private or Extratime
vehicle only. They should be stored securely imiatedly upon arrival.

Wherever possible, paper records must not be taken to external meetings. Instead records should be
accessed electronicalfyom Sharepoint oarrangements should be made with the meeting host to
share records.

Receiving data from exrnal third parties

Parent carers give permission for personal information relating to individual children and young
LIS2L)X S G2 6S 02ttt SOGSR 6@ 9EGNYGAYS FTNRBY (KANR
and risk assessment process and @aswe are aware of and able to fully support children and

young people in our care.

5 DATA SUBJECT CONSENT

Extratimerespecii & LJS 2 LJerBed én hadNtieyFwisNdo be contacted and what thegvio
hear from us dout. We only contact people th&itave actively opted in to hear from us. We will
respect these choices until the data subject chooses {at out.

If the data subjecimakes a donation to Extratime or attends an event, we g@yact them with
other opportunities to support or donate this is in line with the guidelines on legitimate interest. If
the data subject requests not to be contacted regarding further opportunities to doateatime

will respect these choices.

If a parentcarer registers withextratimethe organisation will beble to send them any information
relating to bookings and schemes.

When an individuagéxpresses an interestorkingor volunteeringat Extratime wewill send them
information relating torelevantopportunities. Once recruited, we will contact stafid lunteers
aboutwork/volunteer opportunities and other matters relating to theivork at Extratime

6 WHAT TO DO IF DATA IS LOST OR RELEASED
Adata security breach can happen for a number of reasons:
1 Loss or th& of equipmentcontaining data

1 Inappropriate access and pooontrols or human error

9 Hacking or Phisng of blagging offences

In these cass it is important that the organisation should

1 Contain the source of the data loss and seek tmver anylost data SeeAppendix2 for the
stepsto follow in the event of a breach or if you suspect a breach may have happened.

1 Assss the data loss and consider theguingrisk
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hours of a breach. The tlasubjectdoes not need to be informed if thereach is unlikely to
result in a risk to the data subject. High risk is typically measured as thiedie fraudwill be
committed with the leaked information or that publication of the data could causedtia
subject extreme distress or embarrassment.
9 Evaluate the loss and consider howan be preventedrbm re-occuring. SeeAppendix3 for
the Data Protection Incident Response Evaluation Rorive used.
1 All data lossesvhether actual or suspected bbth electronicand /or paperbased information
shouldbe immediately reported to the CEE&nhg nominated Data Protection Lead)

7 POLICY & DATA TRAINING REVIEW

Thispolicy will be reviewed annligt to take account of changing legislation, organisational needs
andtrends in best practiceStaffand volunteers will receiviraining on the importance of Data
Protection, andt is included in the Safeguardingining for all employeesstaffand volunteerswill
be informed of banges to this policy as sawas possible and certainly no later thBour weeks after
effect.

8 DATA COLLECTION, STORAGE AND RETENTION
Please seseparateData Qllection,Sorage andRetentionPolicyandPrivate Notice$or full details
on howExtratimecollects, uses, stores and keeps personal data.

9 DATA DESTRUCTION

Information held for longer than is necessary carries additional risk and cost. Recdrds an
information should only be retained for legitimate business u&nder the DPAnd GDPRoersonal
data processed bgxtratimeshould not be retained for longer than is necessanjitfolawful
purpose.

Data reaching its retention period should be reviewed on a redndaisand then signeaff for
destruction bythe Data Protection Leadyho will ensure that the destruction request is in line with
the retention period required by the relant chss of data

Storage and destruction of recordancbe undertaken bytird parties contracted fothose
purposesPaper documents containing personal data will be securely dispos@danfesses must be
in place to ensure that all backups atapies are includeéh the destruction of records.

10 RIGHT TO ERASURE (RIGHT TO BE FORGOTTEN)

Any data subjechas the right to have their personal data erased without undue delay. This right is

contingent on the occurrencef @ne ofthe following:

i Thedata is no longr necessary

1 The data subject withdraws consent

1 The data controllehas no overriding grounds foowtinuing the processing amst the
objection

1 Processing was unlawful

9 Erasure is necessary for compliance viétipal obligations

1 The individual object to the processing aere is no overriding legitimate intest for
continuing the processing

1 The persoal data is processed in relation to the offeriimformation society services to a child.

Extratimecan refuse to comply with a reqetefor erasure where the personal data is processed for

the followingreasons:
1 To exercise theight of freedom ofexpression and information
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To comply with a legal obligation or for the performanceagliblic interest task or exercise of
official authorty

For public health purposes in theilplic interest

Archiving purposes in the publiaterest, scientific resarchhistorical research or statistical
purposes

Theestablishmentgexercise or defere oflegal claims

The GDPR also specifies two circumstances where the right to erasure will not apply to special
category data:

1

If the processing is necessary farblic health purposes in the public interestd.protecting

against serious crodsorder threats to health, or ensuring high standards of quality and safety of
health care and of medicinal products or medical devices); or

If the processing is necessdoy the purposes of preventative or occupational medicine; for the
working capacity of an employee; for medical diagnosis; for the provision of health or social
care; or for the management of health or social care systems or services. This only apptes whe
the data is being processed by or under the responsibility of a professional subject to a legal
obligation of professional secreay.§.a health professional).

11 COMPLAINTS

Extratime is fully committed to protecting the privacy of individuals and coimgphyith theDPA and
GDPR. We will do our best to investigate any complaints from Data Subjects and have a Complaints
Policy to show how we will do this.

If an individual has concerns with how we handle data, please let us know and we will try and
resole the issue. If you are still unsatisfied, you have the right to contact the Information
Commissioners Office and raise a concern with them. They can be contacted on:
https://www.ico.org.uk/concerns/or 0303 123 1113.

Document Version & Review:

Date Version | Written/ Summary of Changes Date
Written/ Number | Reviewed By Approved
Reviewed

May 2018 1 Sam Price May 2018
June 2022 2 Rebecca Jenking General review. Update to reflect DP July 2022

2018 and UK GDRe&yislation.
Addition of appendices.

Date of next review:June 2023
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Appendix1: Data Sharing Request Form

tfSFAS O02YLX SGS (GKS AYyF2N¥IGA2Y OF3degtignLeag R &Sy R
before any personal data is shared with external third parties.

Third parties include local authorities, schools, colleagues and community and voluntary sector
partners.

Do notshare or transmit any personal data outside of Extratime before written permission is
given.

51 G adzoaSoiQa yl Y]
Relationship to Extratime (e.g. service us
parent carer, staff member)
Description of personal data to be sharec

Reason for sharing

How will the information be shared

51415 NBOALASYGQa Yy
54 NBOALASY(GQa 2|
Date of request

Any other information

Completed by:
Name:

Job title:

Date:

To be completed by DatRrotection Leadr their delegated authority
Request to share data approved Yes / No
Rationale for decision

DataProtection Lead or delegated authority
signature

Date

¢KAEA T2N¥XY Ydzald 0S ad2NBR gA0GK GKS RIdGF &adzoe2SOdQ3
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Appendix2: Whatto doif a DataBreachOccurs
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